Curator Module: HOLY CRAAP Activity

[image: A screenshot of a chat

Description automatically generated]

Documentation tool
CRAAP Test

Resource Title:
Malicious email mitigation strategies

Resource URL:
https://core.ac.uk/works/25634875

Currency: The timeliness of the information:


When was the resource published or posted?
Has the resource been revised or updated?
Does your topic require current information?
Are the links functional?
The document was published in July 2016, which means it provides information that is several years old. In the rapidly evolving field of cybersecurity, this could be a limitation as best practices and threats may have changed since then.

Relevance:&nbsp;The importance of the information for your needs


Does the resource relate to your needs?
Who is the intended audience?
Is the information in the resource at an appropriate level for your learners?
The document discusses mitigation strategies for dealing with malicious emails, which can still be relevant for individuals or organizations concerned about email security, but it's important to consider that the threat landscape may have evolved.

Authority: The source of the information


Who is the creator?&nbsp;
What are their credentials or organizational affiliations?
Are they qualified to write on this topic?
The document is attributed to the Australian Signals Directorate (ASD), a government agency responsible for signals intelligence and information security. The ASD is a credible source on matters of cybersecurity and national security.

Accuracy:&nbsp;The reliability and truthfulness of the information


Is the information supported by evidence?
Has the resource been reviewed or refereed?
Are there spelling, grammar, or typographical errors?
The document does not provide specific references or sources to support the information presented. However, it is reasonable to assume that the content is based on the expertise of the Australian Signals Directorate.
There do not appear to be spelling, grammar, or typographical errors in the document.

Purpose:&nbsp;The reason the information exists


Why does this resource exist? (to inform, teach, sell, entertain, or persuade?)
Is the information fact, opinion, or propaganda?
Are there political, ideological, cultural, religious, institutional, or personal biases?
The purpose of the document is to provide mitigation strategies for dealing with malicious emails. It is an informative resource aimed at helping organizations enhance their email security practices.

Notes:&nbsp;Are there additional questions or observations you have about this material that affect your decision to use it? (i.e. this is an opinion piece that I will use to demonstrate one side of an argument).
The document is written in a technical and specialized language, which may require a certain level of expertise in IT security to fully understand and implement the strategies.

Final Recommendation:&nbsp;Will you use this resource? Why or why not?
I would use this resource as a jumping off point to begin discussion on email mitigation strategies, not all of the material is dated (and email use hasn't changed much since the early 2000s). It would be great paired with other supplement resources to get learners to into modern phishing campaigns.
Jonathan Cobb - 10/16/2023
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T found this incredibly useful
(albeit slightly long) malicious
email mitigation strategies, in
this day in age with the
advancement of AT becoming so
prevalent, everyone, including
educational facilities need to
ensure that all faculty and
learners have the appropriate
understanding of malicious
email/websites to protect
themselves and their respective
organization.
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‘The resource is slightly dated
but the materials are still relevant
in terms of malicious email
mitigation. New threats may
have emerged but with some
supplement information, you
could use this article to create a
great foundational base for
learners as a best practice
reference for how to begin the
malicious email mitigation
process and incorporate more.
Update to information for the
learners where applicable.
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